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Secure Protocols with Collaborative Sampling

v Insecurity of previous CKKS-based Protocols v Collaborative Sampling
Existing CKKS-based protocols in which each party samples Client (P;) and server (P;) sample and add flooding noise ey, e; t0
independent smudging noise fail to satisfy standard simulation- ensure INDCPA® security and circuit privacy, respectively.

Functionality Fcolsamp

based MPC security notion. Setup:
p:

Let D be a smudging error distribution over R and ¢, denote the modulus of
output ciphertext.

v Secure Protocols with Collaborative Sampling L. Sample e+ D.

2. Sample 7| il R,... and compute ry := —7r; + e (mod gout).
3. Output r; to P; fori =1, 2.

v' Secure CKKS-based Protocol

Protocol I1app2rc

Our new collaborative sampling shifts the noise generation from a

local process to a joint manner to solve this issue.

Offline:
Py and P, call Fo_colsamp, and each party P; obtains r; for i = 1, 2.

v Approximate MPC with Relaxed Security |

Online:
We generalize the notion of liberal security and prove existing 1. Py generates a key pair (sk, pk) < KeyGen(1) and ctin < Ency(z). P; sends
(pk, ctyn) to Ps.
CKKS_based protoco|s Satisfy th|s re|axed Security_ 2. P, computes ctoyr < Evaley (C, Ctin, y) and Ctyero <— Encp(0). P2 computes

Ctrand :=|Ctout + Ctrero + (72, 0)| and sends it to P;.
3. P; computes 2z := DecgCtrand + (71,0)).
4. P, sends z to P». Both P, and P, output z.

Simulation-based MPC Security

v' Security Proof

v Definition

I1: n-party protocol computing a functionality f = (fi, ..., f) viewy = (., Ct'oue, 1), OULPULL = Zgec + € Where e = 3,

I € {1,..,n}: set of parties’ indices / ¥ = (xy, ..., x,,): input Since each r; seems uniformly sample from R, , both parties learn
view,': tuple of P;’s input, randomness, and received messages only the final output z4,. + € and obtain no additional information about
output,': P;'s output of the protocol the exact functionality value.

There exists PPT algorithms Sim!! such that for every 4 and ¥, Liberal Security for Approximate Computation

{(SimH(A, (xl-)l-eA,fA(ic’)),f(ic’))} = {(viewﬂ(:’c’), outputn(ic’))} v’ Liberal Security
[1: n-party protocol computing a functionality f = (fy, ..., f,)
I €{1,..,n}: set of parties’ indices / x = (xq, ..., x;,,): input

Security Analysis of Existing Protocols view!®: tuple of P;’s input, randomness, received messages
v' EXisting Protocols (2-Party) output,': P;’s output of the protocol
Client (P,) and server (P,) sample and add flooding noise e;, e, to f = (fu, -, fn) : auxiliary information of functionality f

ensure INDCPAP security and circuit privacy, respectively.
There exists Sim!! such that for every 4, H = [n]\A, and %,

Protocol Hprevopc

(1) P; generales a key pair (sk, pk) « KeyGen(14) and encrypls {(Simn (A, (x)iea, f2(2), 2 (D_C))) , fH (55))} ., {(vieW}E (%), output}; (f))}
ctin < Encpy(x). Py sends (pk, ctj,) to Pa.
(2) P2 compules ctoyt «— Eval,, . (C, ctin, y), clzero ¢ Encpk{ﬂ},

and samples ez < D. P, computes ct_ . :=| Clout + Clzero + v Security Analysis of Previous Protocols
(e, I})l and sends il to Py.
(3) P; samples e; « ) and compules zgyt := Decﬁk{ct;m) + e v Simulator for P1
Py sends zgyt Lo Pa, and both parties outpul zgyt. (1) Generate (sk, pk) «— KeyGen(1%) and ctiy, Encyy (x).
o , I (2) [Lel e := z — z and sample (e, e2) « {(er,e2) & D x D |]
view; = (..., Ct pyp €1), output;y = Zgee + €1 + €2(= Zyyt) e1 + ey = e).

#

Dl.-[t — (bﬂut = ﬂuuts + r +

T : : (3) Sample agyt e Ry, and let ct
- Client’s view (e ) influences the final output (Zz.. + e; + €5), a 5, dont).

(4) Output (x, sk, pk, ctip, ct! . er).

simulator cannot generate a client view consistent with using only

the input and output. When the auxiliary information is exact computation result, the
> If it could, it would effectively recover z4,. + €5, revealing more simulator can extract e = e; + e, from the functionality output and
information about exact result than allowed by the ideal functionality, auxiliary information. The view of adversarial party P; also can be

which is a contradiction. simulated from this additional information.



