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Simulation-based MPC Security

 Definition

Π: n-party protocol computing a functionality 𝑓 = 𝑓1, … , 𝑓𝑛

𝐼 ⊆ {1, … , 𝑛}: set of parties’ indices /  Ԧ𝑥 = (𝑥1, … , 𝑥𝑛): input

𝑣𝑖𝑒𝑤𝑖
Π: tuple of 𝑃𝑖’s input, randomness, and received messages

𝑜𝑢𝑡𝑝𝑢𝑡𝑖
Π: 𝑃𝑖’s output of the protocol

There exists PPT algorithms 𝑆𝑖𝑚Π such that for every 𝐴 and Ԧ𝑥,

𝑆𝑖𝑚Π 𝐴, 𝑥𝑖 𝑖∈𝐴, 𝑓𝐴 Ԧ𝑥 , 𝑓 Ԧ𝑥 ≈𝑐 𝑣𝑖𝑒𝑤𝐴
Π Ԧ𝑥 , 𝑜𝑢𝑡𝑝𝑢𝑡Π Ԧ𝑥

Security Analysis of Existing Protocols

Summary

 Insecurity of previous CKKS-based Protocols

Existing CKKS-based protocols in which each party samples 

independent smudging noise fail to satisfy standard simulation-

based MPC security notion.

 Secure Protocols with Collaborative Sampling

Our new collaborative sampling shifts the noise generation from a 

local process to a joint manner to solve this issue.

 Approximate MPC with Relaxed Security

We generalize the notion of liberal security and prove existing 

CKKS-based protocols satisfy this relaxed security.

Secure Protocols with Collaborative Sampling

Liberal Security for Approximate Computation

 Liberal Security

Π: n-party protocol computing a functionality 𝑓 = 𝑓1, … , 𝑓𝑛

𝐼 ⊆ {1, … , 𝑛}: set of parties’ indices /  Ԧ𝑥 = (𝑥1, … , 𝑥𝑛): input

𝑣𝑖𝑒𝑤𝑖
Π: tuple of 𝑃𝑖’s input, randomness, received messages

𝑜𝑢𝑡𝑝𝑢𝑡𝑖
Π: 𝑃𝑖’s output of the protocol

መ𝑓 = መ𝑓1, … , መ𝑓𝑛 : auxiliary information of functionality 𝑓

There exists 𝑆𝑖𝑚Π such that for every 𝐴, H = 𝑛 \A, and Ԧ𝑥,

𝑆𝑖𝑚Π 𝐴, 𝑥𝑖 𝑖∈𝐴, 𝑓𝐴 Ԧ𝑥 , መ𝑓𝐴 Ԧ𝑥 , 𝑓𝐻 Ԧ𝑥 ≈𝑐 𝑣𝑖𝑒𝑤𝐴
Π Ԧ𝑥 , 𝑜𝑢𝑡𝑝𝑢𝑡𝐻

Π Ԧ𝑥

 Security Analysis of Previous Protocols

 Simulator for 𝑃1

When the auxiliary information is exact computation result, the 

simulator can extract 𝑒 = 𝑒1 + 𝑒2 from the functionality output and 

auxiliary information. The view of adversarial party 𝑃1 also can be 

simulated from this additional information.

 Existing Protocols (2-Party)

Client (𝑃1) and server (𝑃2) sample and add flooding noise 𝑒1, 𝑒2 to 

ensure 𝐼𝑁𝐷𝐶𝑃𝐴𝐷 security and circuit privacy, respectively.

𝑣𝑖𝑒𝑤1
Π = (… , 𝑐𝑡′𝑜𝑢𝑡 , 𝑒1), 𝑜𝑢𝑡𝑝𝑢𝑡1

Π = 𝑧𝑑𝑒𝑐 + 𝑒1 + 𝑒2(= 𝑧𝑜𝑢𝑡)

Client’s view (𝑒1) influences the final output (𝑧𝑑𝑒𝑐 + 𝑒1 + 𝑒2), a 

simulator cannot generate a client view consistent with using only 

the input and output. 

 If it could, it would effectively recover 𝑧𝑑𝑒𝑐 + 𝑒2 ​, revealing more 

information about exact result than allowed by the ideal functionality, 

which is a contradiction.

 Collaborative Sampling

Client (𝑃1) and server (𝑃2) sample and add flooding noise 𝑒1, 𝑒2 to 

ensure 𝐼𝑁𝐷𝐶𝑃𝐴𝐷 security and circuit privacy, respectively.

 Secure CKKS-based Protocol

 Security Proof

𝑣𝑖𝑒𝑤1
Π = (… , 𝑐𝑡′𝑜𝑢𝑡 , 𝑟1), 𝑜𝑢𝑡𝑝𝑢𝑡1

Π = 𝑧𝑑𝑒𝑐 + 𝑒 where 𝑒 = σ𝑟𝑖

Since each 𝑟𝑖 seems uniformly sample from 𝑅𝑞𝑜𝑢𝑡, both parties learn 

only the final output 𝑧𝑑𝑒𝑐 + 𝑒 and obtain no additional information about 

the exact functionality value. 


